WebSockets vs. HTTP Polling

WebSockets provide persistent, bidirectional, low-latency communication,

while HTTP polling uses repeated, short-lived, unidirectional requests to

simulate real-time updates. Socket.lO is a library that builds on WebSockets, adding

features and fallbacks. Handling thousands of connections involves architectural strategies like
load balancing and state management across multiple servers.
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WebSockets vs. HTTP Polling

Feature

Connection

Communication

Latency

Overhead

Efficiency

WebSockets

Persistent, single TCP
connection.

Full-duplex (bidirectional);
both client and server can
send messages at any
time.

Very low, as the
connection is open and
ready for immediate data
transfer.

Minimal after initial HTTP
handshake; uses small
data frames.

Highly efficient for

frequent, small messages.

HTTP Polling

Short-lived
connections per
request/response
cycle.

Half-duplex or
simulated
bidirectional; client
requests data, server
responds.

Higher, due to the
overhead of
establishing a new
connection for each
data exchange.

Significant, as full
HTTP headers are
sent with every
request.

Inefficient for real-
time applications;
wastes bandwidth.



What is Socket.10?

Socket.lO is a JavaScript library for real-time web applications, consisting of a Node.js server
and a browser client library. It uses WebSockets as its primary transport but transparently falls
back to other methods like HTTP long polling if a direct WebSocket connection cannot be

established (e.g., due to proxies or firewalls).
)

Key features include:
@

Automatic reconnection with exponential backoff.
Event-based messaging with acknowledgments.
Broadcasting to all clients or specific groups (rooms).

Multiplexing (namespaces) to separate concerns within a single connection.
®

Handling Thousands of WebSocket Connections

To handle a large number of connections, horizontal scaling is essential, distributing connections

across multiple servers. Key strategies include:
N

Load Balancing: Use a Layer 4 (TCP-aware) or Layer 7 load balancer to distribute incoming
connections across available servers.

Sticky Sessions: Configure load balancers to ensure a client is consistently routed to the same
server after the initial handshake, which helps maintain session state.

Externalize State: Store session and message data in a centralized, shared system (like Redis or
Kafka) so any server can access the necessary information, allowing for more flexible load
distribution and graceful failure handling.

OS Tuning: Increase the operating system's file descriptor limits, as each connection consumes a
file descriptor.

Efficient Code/Servers: Use event-driven, non-blocking server architectures (like Node.js, Go)

and optimize code to reduce per-connection memory overhead.
AN

Challenges in Real-Time Systems
Developing and scaling real-time systems using WebSockets presents several challenges:

<

Connection Management: Handling disconnections, network interruptions, and silent failures
requires robust logic for heartbeats (ping/pong) and automatic reconnections.


https://socket.io/docs/v4/

Scalability & Statefulness: Unlike stateless HTTP, WebSockets are stateful, making horizontal
scaling complex. Coordination is needed across servers to share state and route messages
correctly.

Data Integrity and Ordering: Ensuring messages are delivered reliably (at-least-once or exactly-
once) and in the correct order requires implementing custom logic like acknowledgments and
sequence numbers.

Backpressure: Managing data flow when a client cannot consume messages as fast as the server
produces them is critical to prevent server overload and memory issues.

Security: Beyond using secure WebSocket (WSS), proper authentication, authorization, and
protection against DDoS attacks must be implemented at the application layer.

Observability: Monitoring the health, latency, and message flow of thousands of connections is
complex and requires specialized tools and logging
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