
T0 set up a local HTTPS server on Ubuntu, use a tool like
mkcert  for simplicity or openssl  for more control, and then configure your web server (e.g.,
Apache) to use the generated certificates. The recommended method is to install and use mkcert ,
which generates a trusted, local Certificate Authority (CA) to create self-signed certificates for
localhost  or custom hostnames without browser warnings. Alternatively, you can generate a self-
signed certificate using openssl , which requires more manual steps to create the key, certificate,
and to trust it in your browser. 

Method 1: Using mkcert  (Recommended)

This video demonstrates how to set up HTTPS with mkcert and enable HTTPS for localhost:
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YouTube • 31 Dec 2022

1. Install mkcert : Install the tool to manage local certificate authorities and certificates.
sudo apt install mkcert

2. Install the local CA: Run mkcert  to install a local CA that your system will trust.
mkcert -install

3. Create a certificate: Generate a certificate and key for your local site (e.g., localhost )
or domain. Point to note here in case of domain, ip address should be mapped to it  before
this command.

mkcert localhost 127.0.0.1

sudo mkcert drupalwithdata.offline.com

Configure your server: Configure your specific application or web server to use the generated
localhost.pem  (certificate) and localhost-key.pem  (key) files. 

Method 2: Using openssl

1. Install openssl : Ensure openssl  is installed. It is usually pre-installed on Ubuntu.
2. Generate a private key and a certificate signing request (CSR):

openssl req -new -newkey rsa:2048 -nodes -keyout localhost.key -out localhost.csr
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https://www.youtube.com/watch?v=sDAX1uQzM8Y&t=98
https://www.google.com/search?q=openssl&client=ubuntu-sn&hs=Apb&sca_esv=fdcf620e6fdd6b42&channel=fs&sxsrf=AE3TifMs3NUy9xJXuC_WremxvKGCiYWu5w%3A1763436008369&ei=6OUbaeOZFpmK4-EPgKT-0Aw&ved=2ahUKEwjciuuK3_qQAxXnn2MGHQvCCysQgK4QegQIBRAA&uact=5&oq=how+to+make+https+working+local+machine+server+in+ubuntu&gs_lp=Egxnd3Mtd2l6LXNlcnAiOGhvdyB0byBtYWtlIGh0dHBzIHdvcmtpbmcgbG9jYWwgbWFjaGluZSBzZXJ2ZXIgaW4gdWJ1bnR1MgUQIRigATIFECEYoAEyBRAhGJ8FMgUQIRifBUiDFVCQBVipEnAAeAKQAQCYAb0DoAH6EKoBCTAuMy4zLjAuMrgBA8gBAPgBAZgCCaACzxLCAgQQABhHmAMAiAYBkAYIkgcJMS4wLjUuMS4yoAeFPbIHBzItNS4xLjK4B7ISwgcFMy02LjPIB4kB&sclient=gws-wiz-serp&mstk=AUtExfAKClluadKAjH33L9mMJ_sw0VdX8Y5e8Ru52psIXP50rdxYT2BlcgevvZLj8elFGkTECLTUx3Un7qBFeVoef6Z_SOmPlYwzvICaEKZ_Uam86pUZ7l3RKBeiuSFJqHVm0dXOzK110UNDjaPY3uOWp0IF4vMdgjs0cjXVAMhGrrjP-DOSY5R8Gb2rv38XH-i7cvKci-tenMPUjjaASBmE5vGRQz6LIeCwbcNLaxqCOj1FI7Y3U84XRHJpXW1KrPrG33pgNCd9vFY0FnoH3AW_Y4TO&csui=3


3. Generate the self-signed certificate: Use the CSR and private key to create the
certificate.

openssl x509 -req -days 365 -in localhost.csr -signkey localhost.key -out 
localhost.crt

4. Configure your web server:
For Apache:

Enable the SSL module: sudo a2enmod ssl .
Configure your site's virtual host to point to your certificate ( localhost.crt )
and private key ( localhost.key ) files.
Restart Apache: sudo systemctl restart apache2 .

For other servers: Configure your server's settings to use the .crt  and .key  files.
5. Trust the certificate:

This is an optional but recommended step to avoid browser warnings.
Install certificate utilities: sudo apt-get install libnss3-tools .
Import and trust the certificate into the browser's database (using pk12util  for
Firefox or certutil  for other applications). 

Final steps for both methods

After generating the certificates and configuring your server, you may still see a browser
warning because the certificate is "self-signed" and not issued by a public Certificate
Authority.
You will need to accept the security risk to proceed to your local serve
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