
JWT is a token format that is used to enable stateless, token-based authentication , and

it is commonly used with protocols like OAuth 2.0 for authorization. While OAuth 2.0 handles the

authorization flow to grant access, a JWT (often a bearer token) can be issued to the client to use

for subsequent requests. This means JWT and OAuth 2.0 are not mutually exclusive; they often

work together to provide both authorization and a secure way to make authenticated API calls. 

How they work together
Authorization with OAuth 2.0: First, a user interacts with an application to gain permission for a

third-party service. OAuth 2.0 facilitates this by managing the authorization flow, and the user

doesn't have to share their credentials directly with the third party.

Token Issuance as JWT: The authorization server then issues an access token to the client

application. This access token is often a JWT.

Authentication with JWT: The client application includes the JWT in the header of subsequent

requests to the resource server (API).

Verification: The resource server can verify the JWT's signature and extract the user information

from the token's payload to authenticate the request, without needing to look up session data on

the server. 

Key differences
Function: OAuth 2.0 is an authorization framework for granting access to resources. JWT is a

token format used for securely transmitting information, often used for authentication.

Structure: OAuth 2.0 involves a multi-step protocol, while JWT is a self-contained token that

contains the necessary information within itself.

Security: Both are used to secure applications, but they achieve it differently. OAuth 2.0 provides

secure access delegation, while JWT ensures the integrity of the information it carries through its

digital signature. 

jwt & oauth2.0

https://www.google.com/search?q=bearer+token&sca_esv=56cc1d46b226e482&sxsrf=AE3TifP3jU_kpIpHZCY8PUlACefdHDL57Q%3A1764339672094&ei=2K8pafi1BcydseMPnYrzqAY&ved=2ahUKEwimne_BhZWRAxXyTWwGHftcHn4QgK4QegQIARAE&uact=5&oq=jwt+use+which+type+of+authentications+like+oauth2.0&gs_lp=Egxnd3Mtd2l6LXNlcnAiM2p3dCB1c2Ugd2hpY2ggdHlwZSBvZiBhdXRoZW50aWNhdGlvbnMgbGlrZSBvYXV0aDIuMDIHECEYoAEYCjIEECEYCkj_M1CxDFjXMXABeAGQAQCYAegBoAGuE6oBBjAuMTIuMrgBA8gBAPgBAZgCD6AC0xXCAgoQABiwAxjWBBhHwgIFECEYnwWYAwDiAwUSATEgQIgGAZAGCJIHBjEuMTEuM6AHg2SyBwYwLjExLjO4B7AVwgcHMi01LjkuMcgHswE&sclient=gws-wiz-serp&mstk=AUtExfBIxOvL-dDxRlm2ROz7V8LyTyq7PxrHDAayowfmXCw_Ulm3SOFCx-dagD1VFZ7FRP2ULPoLxD1V_TrbmUjfRLRPUNquw6-vn8nWy-F0pvPgWPtTcTFcsU2K2mctwDA4fgkT_nqjnhDTB8GxIsRlznS5hhADSYSj3GpHJ-Cdxz1BJa8Qm0-Gr5WYPbnmtygiOCwXWJ2AqwEidZC0S5G6OV94HefZmEpUTqXghgLcmZrTG8vmJWwje9H3PL9WW3bFBYz0Pp5Kgd2DTtBR9U71uSPy&csui=3


Summary
In short, you use the OAuth 2.0 protocol to get an access token, and you can use a JWT as that

access token to prove to a server that you are authorized to access a resource. This combination is

common for securing modern applications
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